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Chaos Builder 2.0

Chaos Builder 3.0

Chaos Builder 4.0

JUN 2021 

AUG 2021

Renamed to Chaos, UAC, Shadow copies, etc

Encryption with AES/RSA, Decryptor generator. Max 1 MB.

Max 2 MB

Overwrites every file
Bagli Wiper

Hidden Tear
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Chaos Builder 1.0 / Ryuk.NET

Chaos Builder 2.0

Chaos Builder 3.0

Chaos Builder 4.0

Chaos Builder 5.0 

JUN 2021 

AUG 2021

APR 2022

MAY 2022

AUG 2022

Onyx 1.0

Overwrites every file

Renamed to Chaos, UAC, Shadow copies, etc

Encryption with AES/RSA, Decryptor generator. Max 1 MB.

Max 2 MB

< 2 MB limit

Bagli Wiper

Hidden Tear

50+ rebrands and forks 
including UnluckyWare, 
BiggyLocker

Wiper samples
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JUN 2021 

AUG 2021

APR 2022

MAY 2022

AUG 2022
SEP 2022
OCT 2022

Yashma

AstraLocker 2.0

Onyx 1.0

Onyx 2.0

VSOP Solidbit

Identical to 4.0 Handles large files

50+ rebrands and forks 
including KILLNET, 
UnluckyWare, BiggyLocker

Wiper samples

Chaos Builder 1.0 / Ryuk.NET

Chaos Builder 2.0

Chaos Builder 3.0

Chaos Builder 4.0

Chaos Builder 5.0

Overwrites every file

Renamed to Chaos, UAC, Shadow copies, etc

Encryption with AES/RSA, Decryptor generator. Max 1 MB.

Max 2 MB

Bagli Wiper

Hidden Tear
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Encrypted File Format (Chaos)

RSA 2048 encrypted AES 
password wrapped in 
“<EncryptedKey>”

Base64 encoded 
AES CBC 256 encrypted 
ciphertext

IV

Encrypted 
message
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Encrypted File Format (Onyx/VSOP)

8 byte salt AES CFB 256 encrypted 
ciphertext

RSA 2048 encrypted AES 
password 

IV

Encrypted 
message

PKCS7 
padding
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File size limit had changed

Figure: Decompiled Onyx/Chaos Ransomware Source Code
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Key Generation

Figure: Decompiled Onyx/Chaos Ransomware Source Code
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Encryption

Figure: Decompiled Onyx Ransomware Source Code
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Let’s look at that again…

Figure: Decompiled Onyx/Chaos Ransomware Source Code
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Key Generation
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Let’s call Carl
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Let’s call Carl

Is that System.Random
thing just theoretical?



True Passion

Let’s call Carl

I got a 
PoC on 

my github

Is that System.Random
thing just theoretical?
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So, how would this work?
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0 82777437325324753…Random 
function

Seed Output
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1 33457863753639394…Random 
function
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2 48437873978577437…Random 
function



True Passion

3 93533974859249925…Random 
function
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3 93533974859249925…Random 
function

3 93533974859249925…
Random 
function
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3 93533974859249925…Random 
function

-3 93533974859249925…
Random 
function
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Int32 is 4 bytes

-2^31 to 2^31
2^31 = 2,147,483,647

2 billion possible seeds~
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Encryption (Onyx)

Figure: Decompiled Onyx Ransomware Source Code
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Seed
Random 

bytes

PBKDF2
Key Block Cipher 

EncryptionIV

Ciphertext

Plaintext XOR

Password

Encrypted IV
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Seed
Random 

bytes

PBKDF2
Key Block Cipher 

EncryptionIV

Ciphertext

Plaintext XOR

Password

Encrypted IV

XOR Plaintext

Encrypted IV

guess
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8B 12 44 A3

EF C2 44 AB

C0 BB AF 00

C0 FF EE EE

87 99 BE A0

0

1

2

3
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… .. .. .. ..

31

Encrypted IVSeed
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8B 12 44 A3

EF C2 44 AB

C0 BB AF 00

C0 FF EE EE

87 99 BE A0

0

1

2

3

2   -1

… .. .. .. ..

31

Encrypted IVSeed

8 GB
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Let’s implement a decryptor

Lookup magic 
bytes based on 

extension

Read first 4 bytes

Calculate 
“encrypted IV”

Lookup the seed 
by comparing 
encrypted IV

Calculate the 
crypto params 

(from seed) and 
decrypt

Magic byte table
Encrypted IV 

database
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JUN 2021 

AUG 2021

APR 2022

MAY 2022

AUG 2022
SEP 2022
OCT 2022

Yashma

AstraLocker 2.0

Onyx 1.0

Onyx 2.0

VSOP Solidbit

Identical to 4.0 Handles large files

50+ rebrands and forks 
including KILLNET, 
UnluckyWare, BiggyLocker

Wiper samples

Chaos Builder 1.0 / Ryuk.NET

Chaos Builder 2.0

Chaos Builder 3.0

Chaos Builder 4.0

Chaos Builder 5.0

Overwrites every file

Renamed to Chaos, UAC, Shadow copies, etc

Encryption with AES/RSA, Decryptor generator. Max 1 MB.

Max 2 MB

Bagli Wiper

Hidden Tear
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Can we crack the entire 
family?
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Generalizing to the entire family

Figure: Decompiled Chaos Ransomware Source Code
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Seed
Random 

bytes

PBKDF2
Plaintext

XOR
IV

Ciphertext

Key
Block Cipher 
Encryption

Password

XORed plain1000
iterations
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8B 12 ….

FF C6 ….

AA 4B ….

C0 FF ….

E2 91 ….

0

1

2

3

2   -1

… .. .. .. ..

31

Password + IVSeed
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8B 12 ….

FF C6 ….

AA 4B ….

C0 FF ….

E2 91 ….

0

1

2

3

2   -1

… .. .. .. ..

31

Password + IVSeed

103 GB
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8B 12 ….

FF C6 ….

AA 4B ….

C0 FF ….

E2 91 ….

0

1

2

3

2   -1

… .. .. .. ..

31

Password + IVSeed

103 GB 203 days on CPU
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=> around a minute
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JUN 2021 

AUG 2021

APR 2022

MAY 2022

AUG 2022
SEP 2022
OCT 2022

Yashma

AstraLocker 2.0

Onyx 1.0

Onyx 2.0

VSOP Solidbit

Identical to 4.0 Handles large files

50+ rebrands and forks 
including KILLNET, 
UnluckyWare, BiggyLocker

Samples not obtained

Chaos Builder 1.0 / Ryuk.NET

Chaos Builder 2.0

Chaos Builder 3.0

Chaos Builder 4.0

Chaos Builder 5.0

Overwrites every file

Renamed to Chaos, UAC, Shadow copies, etc

Encryption with AES/RSA, Decryptor generator. Max 1 MB.

Max 2 MB

Bagli Wiper

Hidden Tear

*Not analyzed
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Seed
Random 

bytes

Plaintext XOR

Ciphertext

Key
Block Cipher 
Encryption

XORed plain

Random 
bytes

IV

Seed

Solidbit
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What is the seed, really?
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Plaintext XOR

Ciphertext

Key Block Cipher 
Encryption

XORed plain

IV

Seed

Solidbit

2    values to iterate
31

Only 

Random 
bytes
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Let’s get our files back! 
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JUN 2021 

AUG 2021

APR 2022

MAY 2022

AUG 2022
SEP 2022
OCT 2022

Yashma

AstraLocker 2.0

Onyx 1.0

Onyx 2.0

VSOP Solidbit

< 2 MB limit
Handles large files

Handles large files

Shutdown: released 
decryption keys Handles large filesRebranded

50+ rebrands and forks 
including KILLNET, 
UnluckyWare, BiggyLocker

*Not analyzed

Chaos Builder 1.0 / Ryuk.NET

Chaos Builder 2.0

Chaos Builder 3.0

Chaos Builder 4.0

Chaos Builder 5.0

Overwrites every file

Renamed to Chaos, UAC, Shadow copies, etc

Encryption with AES/RSA, Decryptor generator. Max 1 MB.

Max 2 MB

Bagli Wiper

Hidden Tear

Wiper samples
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www.truesec.com

twitter.com/truesec

linkedin.com/company/truesec

NO MORE CHAOS

Free open source (GPLv3) decryptor for 
the Chaos ransomware family, by Truesec.

• nomoreransom.org
• github.com/Truesec/TSDecryptors
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